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VARONIS SOLUTION OVERVIEW

Varonis DatAdvantage provides organizations the ability to see who is accessing data and what they’ve accessed,
identify excessive permissions, and identify data owners in order to ensure that only the right people have access
to the right data at all times, monitor use and alert on abuse.

Varonis DataPrivilege automates data governance by providing a framework for users and data owners to be
directly involved in access entitlement review and authorization workflows.

KEY BENEFITS

CyberArk’s Application Identity Management solution uses the Privileged Account Security solution to eliminate
the need to store application passwords embedded in applications, scripts or configuration files, and allows these
highly-sensitive passwords to be centrally stored, logged and managed within the Vault. This unique approach
enables organizations to comply with internal and regulatory compliance requirements of periodic password
replacement, and monitor all activities associated with all types of Privileged Identities whether on-premise or in
the cloud, across operating systems, databases, applications, hypervisors, network devices and more.

The integration between CyberArk's Application Identity Management and Varonis DatAdvantage and
DataPrivilege provides the ability to manage privileged accounts used by DatAdvantage and DataPrivilege within
the CyberArk's Vault, facilitating periodic password replacements for these privileged identities in a manner
transparent to the functionality of the Varonis products, eliminating the manual configuration previously required.

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION.
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A new IDU job will retrieve credentials from the CyberArk Vault. The job will then update the passwords of the

Varonis users in different components within the set of supported tasks. The list of users to be polled is
configurable in a CSV file read by the job. No change in installation\configuration, passwords still required.



SUPPORTED VARONIS TASKS

Product Task
DatAdvantage FileWalk
DatAdvantage Share detection
DatAdvantage DCF
DatAdvantage working share
DatAdvantage ADWalk
DatAdvantage Volumes
DatAdvantage Probe proxy
DatAdvantage SHS scopes
DatAdvantage DFS roots
DataPrivilege Working share
DataPrivilege ADWalk
DataPrivilege Filewalk and commit
DataPrivilege AD commit

AIM INSTALLATION

Refer to “Credential Provider and ASCP Implementation Guide” for CyberArk Credential Provider
installation.

The Credential Provider needs to be installed on the IDU machine.



AIM CONFIGURATION

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS

The Varonis Application (AppID) must be defined in order to setup access to the accounts it needs. This
ApplD is used by different Varonis components to retrieve credentials from the CyberArk Vault.

These are the instructions to manually define the Application manually via CyberArk’s PVWA (Password
Vault Web Access) Interface:

1. Logged in as user allowed to managed applications (it requires Manage Users authorization), in from
the Applications tab, click Add Application; the Add Application page appears:.

Add Application 3
Mame: VaronisApplication
Description: Varonis application for the AIM integration ;I

Business owner
First Mame:

Last Mame:

Email:

Phone:
Location: Y v
I_ Access Permitted: From: v | Ta: w

[ Expiration Date: A

[ Disabled

Add Cancel

2. Specify the following information:
o Inthe Name edit box, specify the uniqgue name (ApplID) of the application.
VARONIS AppID = VaronisApplication



e Inthe Description, specify a short description of the application that will help you identify it.

e Inthe Business owner section, specify contact information about the application’s Business
owner.

e Inthe lowest section, specify the Location of the application in the Vault hierarchy. If a
Location is not selected, the application will be added in the same Location as the user who
is creating this application.

3. Click Add; the application is added and is displayed in the Application Details page.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

[€hpack [[FEdit T Delete
Application Details: VaronisApplication

Authentication Allowed Machines

Application Id: VaronisApplication
R Varonis application for the ATM .
Description: integrat... Show mare “E‘ Add
Business Qwner: 03 user Euiers 200
Business Owner's Phone: Path
Business Owner's Email: Hash
Location: \
Access Permitted: Hone
Expiration Date: None
Disabled: Mo

e Allowing extended authentication restrictions (found at the bottom of the screen). This
enables you to specify an unlimited number of machines and Windows domain OS users for
a single application. Please check this box.

e The integration supports usage of any of the extended authentication restrictions.

4. Specify the application’s Authentication details. This information enables the Credential Provider to
check certain application characteristics before retrieving the application password.
e In the Authentication tab, click Add; a drop-down list of authentication characteristics is
displayed.
e Select the authentication characteristic to specify.
5. Specify the OS user:



a. Select OS user; the Add Operating System User Authentication window appears.

Add Operating System User Authentication #

05 Usar: [

Add ] Cancel j

b. Specify the name of the OS user who will run the application, then click
Add; the OS user is listed in the Authentication tab. The user running the Varonis IDU Service on the
IDU machine. By default, Local System.

‘Q, Services =] B3

File  Action View Help

Y EEEEI EIR D

1|5 Services {Local) q Services (Local)
|
| Varonis IDU Server Same - | Descripkion | Stakus | Skartup Type | Log On As |;|
| Sk varonis IDU Monitaor Yaronis Mo...  Started Automnatic Local System
1 Stop the service Varonis Pro,.,  Skarted Manual Local Systern
Restart the service is er ... Started Mariual £
Ckvaronis IDU Server Manitor Provides m...  Started Automnatic
Description: Sk virtual Disk Provides m... IManual Local Systemn
Provides a central hub for the business &4y e shadow Copy Manages a... Manual Local Syskem
logic Ia:_.'er to interact with other Varonis g X .
10U Suite components and acts as the EhWeb Management Service The Wweb M., IManual Local Service
entry point to the main database, Alse 5 WebClisnt Enables Wi... Mariual Local Service
serves as the hub for dient machines. Chwindows Audio Manages a... Marual Local Service |
Chwindows Audin Endpaint Builder Manages a... TManual Local Syskern
Chwindows CardSpace Securely .., Manual Local System -

Extended A Standard 7

6. Specify the application path:
a. Select Path; the Add Path Authentication window appears.

Add Path Authentication %

Path: s)\Waronis\DatAdvantage\IDU Server\VaultIntegration

[T Allow internal scripts to request credentials on behalf of this application ID

Add Cancel

b. Specify the path where the application will run: C:\Program Files
(x86)\Varonis\DatAdvantage\IDU Server\Vaultintegration.
c. To indicate that the specified path is a folder, select Path is folder.




d. To allow internal scripts to retrieve the application password for this application, select Allow
internal scripts to request credentials on behalf of this application ID.

e. Click Add; the Path is added as an authentication characteristic with the information that you
specified.

7. Specify a hash:

a. Run the AIMGetApplnfo utility with the full path to the Varonis executable to calculate the
application’s unique hash.

b. Copy the hash value that is returned by the utility.

c. In the PVWA, select Hash; the Add Hash window appears.

Add Hash Authentication 4

Hash: 4888FEF4BCE8AAAADBAEDATFI1 AQBFSAGIGCEBDFA|

Add Cancel

d. In the Hash edit box, paste the application’s unique hash value, or specify multiple hash values
with a semi-colon. You can add additional information in a comment after each hash value specified
for an application by specifying ‘#’ after the hash value, followed by the comment.

For example, OE883B70OD5B6E3EE37D37198049C9507C8383DB6 #app2

Note: The comment must not include a colon or a semicolon.

e. Click Add; the Hash is added as an authentication characteristic with the information that you
specified.

8. Specify the application’s Allowed Machines. This information enables the Credential Provider to
make sure that only applications that run from specified machines can access their passwords.
e Inthe Allowed Machines tab, click Add; the Add allowed machine window is displayed.

Add allowed machine 3

Address: 10.10.139.183)

Add Cancel

e Specify the IP/hostname/DNS of the Varonis IDU machine where the application will run and
will request passwords, then click Add; the IP address is listed in the Allowed machines tab.
Make sure the servers allowed include all mid-tier servers or all endpoints where the AIM
Credential Providers were installed.



POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

[€Back [Fedit [ Delete
Application Details: VaronisApplication

Authentication Allowed Machines

Application Id: VaronisApplication

R Varonis application for the ATM
Description: integrat... Show more E Add
Business Owner: Address «
Business Owner's Phone: 10.10.139.183

Business Owner's Email:

Location: 1
Access Permitted: None
Expiration Date: None
Disabled: No

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION

[©Back [[Fedt T Delete
Application Details: VaronisApplication

Authentication || Allowed Machines

Application Id: VaronisApplication
R Varonis application for the ATM .

Description: integrat... Show more E —
Business Owner: LS Eoendedii
Business Owner's Phone: = Type: Hash (1 item)
Business Owner's Email: 4388FBF43CH8AARAADGAE. .. ﬁ
Location: \ = Type: Path (1 item)
A Permitted: Mo

reess Ferml ne C:\Program Files (x86)\War... Folder E
Expiration Date: None
Disabled: o

PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS

For the Varonis/CyberArk Integration application to perform its functionality or tasks, the application
must have access to particular existing accounts, or new accounts to be provisioned in CyberArk Vault
(Step 1). Once the accounts are managed by CyberArk, make sure to setup the access to both the
application and CyberArk Application Password Providers serving the Application (Step 2).

1. Inthe Password Safe, provision the privileged accounts that will be required by the application. You
can do this in either of the following ways:

e Manually — Add accounts manually one at a time, and specify all the account details.

e Automatically — Add multiple accounts automatically using the Password Upload feature.



For this step, you require the Add accounts authorization in the Password Safe.

For more information about adding and managing privileged accounts, refer to the Privileged

Account Security Implementation Guide.

Add the Credential Provider and application users as members of the Password Safes where the
application passwords are stored. This can either be done manually in the Safes tab, or by specifying
the Safe names in the CSV file for adding multiple applications.

i.  Add the Provider user as a Safe Member with the following authorizations:

Retrieve accounts

List accounts

View Safe Members

Note: When installing multiple Providers for this integration, it is recommended to
create a group for them, and add the group to the Safe once with the above
authorization.

Add Safe Member

Search: Search In: | Wault LI Search

Selected Search: Yaulk Display 3 result(s)
Mame Business Email Full Mame:

B VaronisTest

[~ fccess

I-Llse accounts
[ Retriewe accounts
[W List accaunts

[~ Account Managernent

[~ Safe Managerment

[~ Maonitor

[ View &udit lag
[ View Safe Members

™ workAow LI

Add Close

ii.  Add the application(the APPID) as a Safe Member with the following authorizations:

Retrieve accounts



Add 5afe Member

Search:  |VaronisApplicati Search In: | ault LI Search

Selected Search; Yaulk Display 3 result(s)

Marne Business Email Full Mame

8 varonisApplication

[~ fccess

I_Use AcCounts
[+ Retrieve sccounts
™ List accounts

[~ ficcount Management

[~ Safe Management

[~ Manitar

[ Wiew Audit lag
[ iew Safe Mamnbars

™ warkAow ;I

Add Clase

iii.  If your environment is configured for dual control:
e In PIM-PSM environments (v7.2 and lower), if the Safe is configured to require
confirmation from authorized users before passwords can be retrieved, give the
Provider user and the application the following permission:
o Access Safe without Confirmation
e In Privileged Account Security solutions (v8.0 and higher), when working with dual
control, the Provider user can always access without confirmation, thus, it is not
necessary to set this permission.
iv. If the Safe is configured for object level access, make sure that both the Provider user and
the application have access to the password(s) to retrieve.

For more information about configuring Safe Members, refer to the Privileged Account Security
Implementation Guide.



VARONIS PRODUCT INSTALLATION & INTEGRATION CONFIGURATION

Refer to 'Metadata framework installation guide' for Varonis Products installation.
Configure CyberArk support in Varonis product:
1. Open :\Program Files (x86)\Varonis\DatAdvantage\IDU Server\VaultIntegration

' YaultIntegration H[=] E3 I

I Search vaultIntegration m

k)v .~ Computer -~ Local Disk {C:) - Program Files (x86) ~ Varonis - DatAdvantage - IDU Server - YaultIntegration

Organize *  Indudeinlibrary »  Sharewith = Mew folder ~ [l @
v Favortes Mame Date madified Tywpe Size | |
) EntityFramework. ! pplication extension ”
B Desktop %) EntityF k.dl 892015 4:32 PM Applicat; k 4,861 KB
1 Downioads (| EntityFramewark, SglServer di g/9/2015 432 FM Application extension 585 KB
=l Recent Al
“4 REEENL Flares ) logenet.dl 8/9/2015 4:00 PM Application extension 282 KB
5 Libraries 2] log#net, xml 5/9/2015 4:00 PM ¥ML Document 1,405 KB
@ Documents %] NetPassword3DK, dil G/9/2015 4:00 FM Application extension S0 KE
J1 Music E| System, Met Hetp,dll 71912013 11:04 AM Application extension 177 KB
ictures ) Varonis. J(Crypto, ! pplication extension
Pick (%] . SOL. Crypto.dl 892015 4:00 PM Applicat; k SKB
E Videas (| varanis, YaultIntegration, Commarn, di 11/2j20155:24 PM Application extension 7KB
- & Waronis. VaultIntegration, Comman. pdb 11/9)2015 5:24 PM Prograrn Debug Database 16 KB
1% Computer -~
£ o ke (| waronis, YaultIntegration, DADbUpdaterProvider, di 11/9)2015 5:24 PM Application extension 9KE
i Local Disk (C:
& varonis.Yaul-Inteqration, DADbUpdaterProvider, pdb 11/2j20155:24 PM Program Debug Database 16 KB
ﬁ"; Metwork &) Maronis.VaultTnkeqgration. DPSyncAdapter.di 11}3/2015 5:24 PM Application extension 248 KB
& Yaronis.YaulIntearation, DFSyncadapter pdb 11/2)20155:24 PM Prograrn Debug Database 276 KB
() Varonis, VaultIntegration, DPSyncAdapter Xmiserializers, di 11/9j2015 5:24 PM Application extension 248 KB
(57 varonis. vaultIntegration. Engine. exe 11/9/2015 5:24 PM Application 25 KB
é Varonis.YaultIntegration.Engine. exe. config 11/2)20155:29 PM %ML Configuration File SKB
|| Maronis, VaultIntegration, Engine. log 4/6/2016 3:05 PM Text Document 7,824 KB
B varanis.YaulInteqration,Engine. pdb 11/2)2015 5:24 PM Prograrn Debug Database 56 KB
|| vaultUsers, csv 11/15/2015 6:44 PM €5V File 1KE

’ 19 tems

2. Open Varonis.Vaultintegration.Ul.exe to configure the safe name holding the Varonis users, the
Appld and the path to the CSV.




3.

N\ Vault Integration

SafeName as configured in the Vault: [ eliad |
Appld configured in the Vault for our integration tool: | bvakshy |
Path to a CSV file matching users and VaultObjectNames: | VaultUsers.csv |

Updating was successfully completed.

Configuration file was successfully updated.

Start updating configuration and database. Please wait ...
Vault users C5V file was found in installation root.

Configuration file was founded in installation root.

PO

Close : Save _

Inside Folder Vaultintegration you'll find the file VaultUsers.csv.

This file contains mapping between Vault ObjectName and userName in our system.

You should edit it and add mapping for each user you want to be updated by the Vault.

Format is: UserName as is kept in the Varonis DB, Object name of the user as is kept in the CyberArk
vault.

Note ("Varonis/userA", "userA@Varonis.com" and "Varonis.com/userA" is not the same), best will
be to write the user with netbios domain name and also fqdn.

For Unix local user you should write the following syntax:

[UnixHost]\[LocalUser] for Example: Centos5.8\root


mailto:userA@Varonis.com

VaultUsers.csv - Excel

Insert Page Layout Farmulas Data Review View Add-ins LOAD TEST
- —
D & Calibri = == e o1 - % General -
Eg ~
Paste o B I U- === H- $-% W@ Condio
- Formattin
Clipboard Fant P Alignment P Mumber P
B9 - Je
A B C | ] [ E
1 PEELE ﬂ\faultDb'ectName
2 |L139R-root.com\Fwuser Operating System-WinDomain-L139R-root.com-FWuser J
3
Account Details
@ @ EEdi‘t Change @ Recondle @\-’erﬂ‘y ﬁ Delete |§| Move [send Link Refresh
Password
|====== | | T J | Copy J
RDP *| | Connect _] | copy Shnrt{ut_]
PlatformName: Windows Domain Account @
Device Type: Operating System
Safe: Varonis -
MName: Operating System-WinDomain-L139R-
root.com-FiWuser
. .
Last verifiad: ~ NfA
Last modified:  PasswordManager (3/23/2016 12:18:23
PM)
Administrator (3/23/2016 10:46:45 AM)
Username: FWuser
Address: L139R-root.com
4. You may change the frequency of the polling job, via MC:
Find
Al n 7] AllJobs
& @ 4/6/2016 3:19:35 PM O Run Job A Edit Schedule (3 View Jobs History _
B .
ey Current status: | All v | Last run status: | All + | Categories: | All | [ appy &)
¥ Domains (1) I
Types: All | Lastrun date: |All * | Jobname: | cybe » Advanced Filters", &
¥ Probes (1)
¥ File Servers (1) Drag a column header here to group by that column.
Collectors (0) Job Name = I]B(ecuterSenrer Affected Server | Current Status | Last Run Date |lastRunSt
Dathnswers (%) CyberfRK - root step || L139R-DV1 ||_139R-Dv1 ‘ Idle ‘wmw 305 PM | vy




PARTNER CONTACT INFO

Name Hanni Barry
Business Contact Email hbarry@varonis.com
Tel +972732706469
Name Elena Svirinovsky
Technical Contact Email esvirinovsky@varonis.com
Tel +972732706214
Name Varonis Support
Support Contact Email support@varonis.com
Tel
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